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Executive Summary
Over the past 25 years, information technology has become the lifeblood of
almost every organization in the developed world, from conventional industries
like financial services and healthcare to whole new industries such as social
media and mobile communications. Information technology and services managed directly by an organization or indirectly via a service provider - are
indispensable when providing services to clients, partners and employees.
Depending on the organization and degree of interconnectedness, a technology
outage or other issue can have significant impact on the organization, its partners
and possibly an entire industry.
Unfortunately, malicious attacks, data breaches and service outages continue to
occur with alarming frequency. These events can vary from nation states trying
to steal proprietary information, to malicious employees exacting some type of
revenge, to simple mistakes in managing a complex environment. The examples
are endless but the trifecta of outages that occurred on July 8th, 2015 are worth
highlighting. On July 8th, United Airlines, the Dow Jones and the New York
Stock Exchange all had service outages. While each incident was different different companies in different industries - they are interesting because these
were not data breaches with a well known regulatory impact or malicious attacks
by nation states to steal intellectual property. Rather, by all accounts, they were
service outages attributable to a number of unrelated, innocuous factors. As a
result, their financial impact was not related to fines or lost intellectual property,
but actual lost revenue.
These high profile incidents are both newsworthy – there was live coverage of
the NYSE outage from in front of the Exchange - and important because they
encourage the passing of laws, regulations and industry standards to prevent
future incidents. In the United States, 47 states and multiple territories have
breach notification laws, there is the Data Security Standard from the Payment
Card Industry and the Health Information and Portability Accounting Act to name
a few.
These industry mandates and regulations attempt to decrease the number of
technology related events and their impact by mandating a baseline of controls.
Of course, the pace of legislation is slow: new obligations are created in
response to new attacks. In addition, the prescribed controls do not address all
the issues. One of the earliest data breaches of credit card information was the
Heartland attack in 2009. Heartland was compliant with the Payment Card
Industry’s Data Security Standard (PCI DSS). This breach, which was largest at
the time, showed that compliance with regulations or industry standards is not a
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guarantee of protection.1 That has not changed. The majority of data breaches
since Heartland have occurred at organizations that were compliant with industry
standards or regulations. The trifecta of outages on July 8th, further shows that
regulations cannot always address governance, complexity or human error.
Finally, along with these ongoing threats and risks, an unintended consequence
of all is regulatory oversight is the cost of compliance. Ensuring compliance with
technology mandates has become an industry onto itself that has driven IT
budgets and management expectations. However in spite of all that, many are
surprised when bad things happen to firms that are fully compliant.
This summary tries to show that minimizing technology events - whether an
outage, data breach or something else - requires going beyond compliance with
regulatory requirements or industry standards. Today, ensuring data is protected
and technology services are available requires a methodology that complements
existing regulatory or industry frameworks. It requires compliance AND proactive
risk management, where threats to the organization’s technology environment
are assessed proactively in advance rather than reactively after an event, where
current controls are reviewed for effectiveness and new controls are assessed
against their cost and benefit. It should be pointed out that determining cost
benefit is an important component of this methodology. Conveying technology
risk in quantitative terms rather than qualitative terms will support risk based
decisions by senior management where the ‘business’ can manage technology
risk and either accept the risk or fund additional controls.
This white paper is the first in a series that proposes a methodology to
proactively manage technology risk based on the economic impact of possible
events. The audience for these white papers are risk professionals - Chief Risk
Officers, Information Risk Officers, Operational Risk professionals - and others
interested in managing information technology based on risk, or the possible
economic impact of outages, data breaches and similar events.

A Focus on Proactive Risk Management
Given the focus of this white paper is ‘Information Technology Risk
Management’, it is important to distinguish Technology Risk Management from IT
Audit, Incident Management, Information Security and IT Compliance, since the
terms are often used interchangeably. It's also important because new terms are
being coined to describe these activities, specifically the term 'Cyber Security'.

1

Update: Heartland breach shows why compliance is not enough
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These definitions will be brief: as established fields, much more information is
available elsewhere.

IT Audit
The term ‘audit’ is defined as:
An official inspection of an individual's or organization's accounts, typically
by an independent body.(ref)
An audit typically consists of an assessment of the organization’s controls as
compared to the organizations published policies and procedures. For example,
if the corporate policy states that all employees will have a password to access
company systems and the password will change every 90 days, by various
means including explicit testing, an IT Audit will confirm that control is in place.
Following the role of an organization’s financial auditor, IT auditors are typically
independent from the areas they review. This provides a measure of objectivity
when performing the review and reporting the results. Also like a financial audit,
the attestation of control adequacy is to senior management and interested
outside parties. That attestation from an independent 3rd party validates that the
organization is following published policies and procedures or other obligations.
From a technology risk perspective, an IT Audit can confirm a technology risk
function is present and is following their published policies and procedures. It
can also compare those internal policies and procedures to best practices from
outside entities. However, IT Audit will not perform the function of technology
risk management. As an independent attestation of controls, an IT Audit can
confirm the technology risk function is being performed and is following best
practices, but the function itself is not performed by the Audit Department.

Incident Management
The function of Incident Management is exactly as the name describes: the tools,
processes and governance to detect, respond and manage technology related
issues. Technology issues go hand in hand with technology, so it should be no
surprise that incident management for technology events is a mature and well
defined function. With the wide use of the Internet and growing dependency on it
for so many services, there is a Computer Emergency Readiness Team for the
Internet, located at Carnegie Mellon University in Pittsburgh.
The CERT’s function is to:
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The CERT Division is a trusted provider of operationally relevant
cybersecurity research and innovative and timely solutions to our nation's
cybersecurity challenges. Through our operationally relevant cybersecurity
research, innovative and timely responses to cybersecurity challenges,
and broad transition to our stakeholder communities, we develop, execute,
and evolve a technical agenda that brings unique solutions to
cybersecurity challenges that measurably improve the security of the
cyber environment.2
In addition, the Information Technology Information Library (ITIL) has a guide for
Incident Management3.
At this point in time, the process for any organization to respond to technology
related events - whether they be the result of operational challenges or malicious
attacks - is well defined. Each organization’s level of maturity around the
process will vary, and as the New York Stock Exchange discovered on July 8th,
2015, the attention paid to any single event might surprise many - but the
process to identify and respond to technology events is well known and
understood. As described, the function of Incident Management is quite distinct
from Technology Risk Management.

Information Security
The Information Security function typically involves the ongoing governance of
tools, process and people to secure the assets and services managed by an
organization’s information technology department. In some organizations, this
may mean the IT Security department actually operates and maintains security
tools that protect the assets. In other companies it may involve advising the
technology owners how to configure their assets and services to be secure, or
advise on threats targeting the organization.
While the detail responsibilities will vary across organizations, as a function, this
department typically is in charge with ‘keeping the lights on’ from an information
technology and security perspective. They will ensure software vulnerabilities
are identified and updates or ‘patches’ are applied. In the event of an attack or
other suspicious events, they will marshall resources to identify, defend and
respond. Generally speaking, the Information Security function protects an
organization's technology assets and related services on a day to day basis. In
2
3

From the CERT About page.
ITIL Incident Managementnt Management.

Page 6 of 10
Richard Van Horn @ Copyright 2017

Technology@Risk - Chapter 1
other words, the Information Security department is the ‘security guard’ of the
organization’s information technology services.
In comparison to the IT Security function, the Technology Risk function will direct
the resources of the Information Security department to ensure the most valuable
assets are protected and the cost of controls is appropriate.

IT Compliance
The IT Compliance function ensures an organization meets all their regulatory
obligations - regional, national and in many cases global. That means the
organization is aware of the obligations to protect client data or defend against
distributed denial of service attacks (DDOS), as examples, and the specific
requirements identified by regulators are in place.
This is no small task: the obligations to protect client data or ensure the
availability of services are extremely complex, as different jurisdictions have
created their own set of requirements. In the United States alone there are 47
different data breach notification laws, where in lieu of a federal obligation, those
states have enacted their own laws to protect their citizens. This is only
compounded by Federal Laws such as the Graham Leach Bliley Act or
international laws including the European Global Data Protection Regulation
(GDPR). Recently, several countries are considering requirements for
companies to maintain their citizens’ data within their physical jurisdiction,
otherwise known as data sovereignty. Data Sovereignty may become yet
another regulatory obligation.
In relation to Technology Risk, compliance is a Yes or No decision: for any
particular requirement, an organization complies or it does not. There is not
much room for error. While the cost of non compliance will vary - and Sarbanes
Oxley is a good example of the potential cost of non compliance - compliance is
typically viewed as a binary, yes or no answer. This is in contrast to a risk
function, where risks are assessed in economic terms and possibly on a very
large scale of impact.
Of course, regulators require organizations to address the most egregious
situations and events. As a result, they only address a subset of all the risks and
threats an organization faces. Technology Risk Management is intended to be a
complement to IT Compliance, as it will consider additional controls as
necessary, to protect the firm’s most valuable assets and services.
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Cyber Security
The term ‘Cyber Security’ has gained widespread prominence recently,
especially since the National Institute of Standards and Technology published
the Framework for Improving Critical Infrastructure Cybersecurity on February
12, 2014. To summarize the objectives of the framework:
“The Framework, created through collaboration between industry and
government, consists of standards, guidelines, and practices to promote
the protection of critical infrastructure. The prioritized, flexible, repeatable,
and cost-effective approach of the Framework helps owners and operators
of critical infrastructure to manage cybersecurity-related risk.” 4
Cyber Security is fundamentally a rebranding of the Information Security function
and is typically focused on protecting the information technology assets and
services offered by the organization. Some organizations may include IT
Compliance as well, but the functions performed are consistent with the previous
definition of ‘Information Security’.
While NIST’s definition says the Cyber Security function should perform risk
management, it does not specify how to perform risk management. The goal of
this and subsequent white papers is to help define that methodology.

Defining Technology Risk Management
The formal definition of risk management is: (from wikipedia)
Risk management is the identification, assessment, and prioritization of
risks (defined in ISO 31000 as the effect of uncertainty on objectives)
followed by coordinated and economical application of resources to
minimize, monitor, and control the probability and/or impact of unfortunate
events[1] or to maximize the realization of opportunities. Risk
management’s objective is to assure uncertainty does not deflect the
endeavor from the business goals.[2]
In contrast to the other functions defined earlier, Technology Risk Management is
distinguished by 2 factors: it is proactive in that it looks at possible negative
events before they occur and it considers their economic impact - the potential
4

NIST Web Site: http://www.nist.gov/cyberframework/
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cost of an event in dollars and cents. Both factors are significant differentiators
from the functions performed by Cyber Security or other areas defined in this
white paper.
As summarized earlier, the ongoing onslaught of technology issues across
banks, airlines and almost every industry indicates the current ways of managing
technology need an uplift. Reacting to events and complying with regulations
and industry standards have not ensured security of data or reliability of services.
In addition, the impacts of those events no longer just affect clients. As the
Target and Sony breaches have shown, the executive office may pay a price as
well.
The Technology Risk Management function is intended to address that gap,
where potential issues - data breaches, service outages, etc. - can be identified
before they actually occur and proactively managed to minimize their impact. By
providing the C-Suite a view into what events could possibly impact the firm’s
technology environment and a measure of the business impact - again in dollars
and cents - the ‘business’ can determine if additional controls are warranted and
economically justified. In other words, a business decision can be made whether
or not additional controls to minimize a technology event are worth the benefit.
That decision can be made before an event occurs and based on the cost benefit
in dollars and cents. This is a significant step forwards from the qualitative
assessments typically performed today, where in many cases CIO’s make these
decisions based on risks categorized as high, medium, or low. This approach
allows a true cost benefit decision - even if only indicative of risk and not a
precise measurement - to be made by business executives alongside their
technology counterparts. It also adds a new criteria to manage technology: in
addition to existing factors, such as strategic direction, service priority,
partnerships, etc., technology can be managed based on possible negative
economic impacts to the firm.
This approach creates a true technology risk function where technology can be
managed based on the economic impact of possible events and the cost of
controls to avoid those vents or minimize their impact. In the view of many, a
proactive, quantitative assessment of technology risk is the only way to enable
business executives to directly manage their organization’s technology
environment. It allows oversight similar to how other risks - operational, market
and credit risk - are managed today.
Future white papers will discuss in more detail Technology Risk Management
can in fact assess the possibility of technology events proactively, and how those
events can be assessed in terms of economic impact.
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